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Abstract
Intelligent automation increasingly depends on computation occurring close to sensors, machines, and physical

processes rather than exclusively in centralized cloud infrastructures. Industrial Internet of Things deployments,

embedded artificial intelligence, autonomous devices, digital twins, and cyber-physical systems generate

continuous data streams whose operational value often depends on low latency, reliable connectivity, privacy

preservation, energy efficiency, and immediate local response. This editorial argues that edge intelligence should

therefore be understood as a fundamental architectural component of next-generation automation rather than

merely a reduced form of cloud computing. The emerging landscape combines distributed inference, embedded

machine learning, federated learning, real-time networking, digital twins, predictive maintenance, and edge-cloud

coordination, but substantial challenges remain in constrained computation, heterogeneous hardware,

interoperability, cybersecurity, synchronization, model lifecycle management, fault tolerance, and distributed-

system validation. Future progress requires energy-efficient models, hardware-software co-design, resilient

communication and control, secure edge architectures, standardized benchmarking, trustworthy federated

learning, and validation under realistic hardware and network conditions. Dependable automation will ultimately

require coordinated design across sensing, communication, computation, intelligence, and physical control.
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1.0 Introduction

1.1 Context and Problem Framing

The architecture of intelligent automation is shifting from a predominantly centralized computing model toward
distributed intelligence embedded throughout physical environments. Networked sensors, industrial Internet of
Things (IIoT) devices, intelligent controllers, robotic platforms, smart infrastructure, autonomous machines, and
embedded artificial intelligence now generate and consume data at points increasingly distant from conventional
data centres. The Internet of Things created the underlying model of pervasive sensing and connectivity, linking
smart objects through interoperable communication and computing infrastructures (Al-Fuqaha et al., 2015).
Industrial adoption subsequently extended these ideas into production environments in which connected sensing,
control, communication, and enterprise systems interact continuously (Xu et al., 2014). Edge computing brought
storage and computation closer to data sources, principally to reduce response time, bandwidth consumption, and
dependence on remote infrastructure (Shi et al., 2016). Satyanarayanan (2017) similarly framed edge computing as
an architectural response to physical limits associated with relying exclusively on distant cloud resources. In
manufacturing, such distributed computation increasingly forms part of the cyber-physical structure connecting
factory equipment with computational models and intelligent decision processes (Lee et al., 2015).

Centralized cloud infrastructure remains essential for large-scale storage, model development, fleet-level analytics,
historical analysis, and computationally intensive workloads. It is nevertheless insufficient as the sole
computational foundation for many automation applications. Transmitting continuous high-volume sensor
streams to remote data centres can introduce latency, increase bandwidth requirements, expose sensitive
operational information, and make critical system behaviour dependent on wide-area connectivity. Mobile-edge-
computing research therefore emphasizes allocating computation according to latency, communication, mobility,
and energy constraints rather than assuming remote execution is always optimal (Mach & Bečvář, 2017). Industrial
IoT systems intensify these requirements because real-time performance, interoperability, reliability, energy
efficiency, security, privacy, and coexistence among heterogeneous networks must often be achieved
simultaneously (Sisinni et al., 2018). A cloud connection that is acceptable for production reporting may
consequently be unsuitable for robotic coordination, machine-vision inspection, protective monitoring, or a tightly
timed control loop.

1.2 Why the Issue Matters

The central scholarly question is therefore not whether computation should occur in the cloud or at the edge, but
how intelligence should be distributed across devices, gateways, local servers, communication networks, and
centralized platforms. Fog architectures similarly conceptualize computation, networking, storage, and control as a
continuum extending from cloud infrastructure toward physical devices (Chiang & Zhang, 2016). Edge intelligence
adds machine learning and adaptive inference to this continuum, creating new decisions about where models
execute, what information is communicated, how distributed nodes coordinate, and how systems behave when
networks or hardware degrade. The argument developed here is that edge intelligence should not be treated as
“smaller cloud AI.” It is an architectural approach to intelligent automation in which sensing, communication,
computation, learning, and control must be jointly designed around the temporal, energetic, security, and physical
requirements of the process being automated.



2.0 Current Landscape

2.1 Edge AI Architectures

Contemporary edge intelligence spans a wide computational continuum, from microcontroller-scale inference to
industrial gateways and powerful on-premises servers coordinated with cloud platforms. Zhou et al. (2019)
conceptualized edge intelligence as the convergence of artificial intelligence and edge computing, encompassing
distributed inference, learning, resource allocation, and model deployment. Deep learning at the edge similarly
involves decisions about partitioning inference and training among end devices, edge nodes, and cloud resources
while balancing latency, bandwidth, privacy, and computational capacity (Chen & Ran, 2019). This distributed
architecture is increasingly important because automation applications rarely have uniform latency, accuracy,
energy, and reliability requirements.

Embedded machine learning represents the most resource-constrained end of this continuum. Deep neural
networks require substantial computation and data movement, making energy-efficient processing a central
systems problem rather than an algorithmic afterthought (Sze et al., 2017). Hardware accelerators such as Eyeriss
demonstrate how memory organization and dataflow can significantly reduce the energy cost of neural-network
inference (Chen et al., 2017). Hardware-software co-design has pushed these capabilities further. MCUNet jointly
optimizes neural architecture and inference execution for microcontrollers with severe memory constraints (Lin et
al., 2020), while once-for-all networks allow models to be specialized for different hardware and latency budgets
without complete retraining for every target platform (Cai et al., 2020). TinyML research consequently illustrates
how model architecture, compilers, memory management, accelerators, and device characteristics must be
considered together (Shafique et al., 2021).

2.2 Intelligent IoT

Distributed learning extends the edge from inference toward decentralized model development. Federated
learning allows multiple devices or organizations to contribute to training while keeping raw datasets
decentralized, making it attractive for privacy-sensitive and geographically distributed automation. Yet federated
deployment creates communication, resource-allocation, device-heterogeneity, statistical, privacy, and security
challenges (Lim et al., 2020). Kairouz et al. (2021) accordingly position federated learning as a systems problem
involving communication efficiency, robustness, heterogeneity, privacy, fairness, and operational management
rather than simply a decentralized implementation of conventional training.

2.3 Cyber-Physical Integration

Industrial implementations increasingly connect edge intelligence with digital twins, predictive maintenance,
inspection, and adaptive production. Digital twins link physical assets with continuously updated computational
representations (Fuller et al., 2020), while industrial digital-twin research emphasizes integration between cyber
and physical spaces across design, production, prognostics, and lifecycle management (Tao et al., 2019). Lu et al.
(2020) further identify industrial communication, data processing, modelling, and architecture as essential
components of digital-twin-driven smart manufacturing. Predictive-maintenance research similarly demonstrates
how machine learning can convert distributed sensor data into equipment-health and failure information
(Carvalho et al., 2019), while recent smart-manufacturing reviews position digital twins as platforms for
monitoring, optimization, quality improvement, and predictive maintenance (Soori et al., 2023).



2.4 Distributed Automation

Communication technologies are simultaneously evolving to support distributed automation. Industrial
networking increasingly seeks convergence between deterministic communication, interoperable Ethernet,
wireless connectivity, and cyber-physical control (Wollschlaeger et al., 2017). Private 5G provides one pathway for
supporting industrial mobility, low-latency communication, and local network control where wireless operation is
required (Aijaz, 2020), while time-sensitive networking aims to provide predictable Ethernet communication for
critical industrial traffic (Zhang et al., 2025). Edge intelligence therefore represents a convergence of machine
learning, embedded computation, industrial networking, and control rather than a standalone computing
technology.

3.0 Critical Challenges

3.1 Computational and Energy Constraints

Resource constraints remain a fundamental obstacle. Edge hardware ranges from microcontrollers with severe
memory and power limitations to GPUs and specialized accelerators installed in industrial gateways. A model that
executes efficiently on one platform may be infeasible on another, while computational demand varies with sensing
rates, model complexity, thermal conditions, and application workload. Hardware specialization can improve
energy efficiency but also increase dependence on particular toolchains, accelerators, instruction sets, or memory
architectures. The resulting heterogeneity complicates portability, reproducibility, benchmarking, model updating,
and long-term maintenance. Energy must likewise be treated as a system-level constraint: local processing may
reduce communication demand while increasing device power consumption, thermal load, or battery depletion.

Interoperability and communication reliability constitute a second challenge. IIoT environments combine legacy
controllers, proprietary fieldbuses, industrial Ethernet, wireless links, robotics platforms, gateways, databases, and
cloud interfaces developed across different generations and vendors. Boyes et al. (2018) demonstrate that IIoT
architectures are heterogeneous not merely in communication technology but in device function, location,
capability, and security characteristics. Time-sensitive networking can improve deterministic Ethernet
communication, yet scheduling, synchronization, configuration, wireless integration, and multi-vendor
interoperability remain substantial engineering issues (Zhang et al., 2025). Distributed intelligence cannot
therefore be assumed reliable merely because individual computing nodes operate correctly; system performance
also depends on communication timing, packet loss, synchronization, topology, and recovery behaviour.

3.2 Latency and Reliability

Cybersecurity becomes more difficult as computational capability moves closer to physical assets. Edge
deployments enlarge the attack surface by introducing gateways, wireless interfaces, remote update mechanisms,
embedded operating systems, local storage, APIs, accelerators, and potentially physically accessible devices. Cyber-
physical attacks can affect both information and physical processes, making conventional information-security
reasoning insufficient when compromised computation can influence actuation or control (Humayed et al., 2017).
Edge and fog architectures additionally introduce threats involving malicious nodes, compromised virtualization,
insecure interfaces, distributed denial of service, and weak trust boundaries (Roman et al., 2018). Security
architectures must therefore protect data, models, communications, devices, and control processes without
imposing computational or latency overhead that defeats the purpose of edge deployment.

Federated and distributed learning does not eliminate security and privacy risks. Decentralized data can reduce
some centralized exposure, but model updates can leak information or be manipulated through poisoning and
other adversarial behaviours. Mothukuri et al. (2021) show that federated learning introduces distinctive



confidentiality, integrity, inference, and poisoning threats that interact with its distributed architecture. Device
heterogeneity further complicates participation, aggregation, update frequency, and robustness. A trustworthy
federated automation system must therefore determine not only how models are trained collaboratively but also
how devices are authenticated, updates are validated, anomalous participants are detected, and degraded or
compromised clients are isolated.

3.3 Cybersecurity and Privacy

Lifecycle management creates another unresolved problem. Edge models operate on devices that may remain
deployed for years while sensors, environments, firmware, data distributions, hardware, and operational
requirements change. Updating models across large fleets can introduce version inconsistency, rollback problems,
synchronization errors, and unexpected interactions with existing control logic. Connectivity interruptions may
leave different nodes running different software or models. Distributed digital twins create related synchronization
questions because useful virtual representations depend on timely and credible correspondence with evolving
physical assets.

3.4 Interoperability and Reproducibility

Validation is consequently more difficult than evaluating a centralized model in isolation. Edge automation must
be tested under real computational loads, network contention, variable latency, packet loss, device failure, clock
drift, sensor degradation, power limitations, cybersecurity events, and partial connectivity. Benchmark results
obtained on powerful development hardware may reveal little about behaviour after quantization or deployment
on constrained devices. MLPerf Tiny responds to part of this problem by evaluating accuracy, latency, and energy
for ultra-low-power inference (Banbury et al., 2021), but automation requires broader benchmarks that include
networking, control consequences, resilience, and lifecycle behaviour. Distributed-system validation must
therefore evaluate the interaction among machine intelligence, hardware, communication, and physical processes.

4.0 Discussion and Priorities

4.1 Integrative Discussion

Edge intelligence changes intelligent automation because it alters where decisions are made and how rapidly
computational outputs can influence physical systems. Sensing, communication, computation, learning, and
control cannot be optimized independently. A local inference model may reduce latency but consume additional
energy; offloading computation may conserve device resources but increase dependence on communication; cloud
coordination may improve fleet-level optimization while creating bandwidth and privacy costs. The relevant
engineering objective is therefore not to maximize local computation but to distribute intelligence according to the
operational requirements of each function.

This perspective also clarifies why edge AI should not be understood as a miniature version of cloud AI. Cloud
systems are typically designed around abundant centralized resources, comparatively stable infrastructure, and
large-scale aggregation. Edge systems operate across heterogeneous hardware, intermittent networks, real-time
processes, environmental exposure, and constrained power envelopes. Deep-learning efficiency at the edge
therefore depends on co-design across models, memory, accelerators, scheduling, and communication (Sze et al.,
2017). Similarly, industrial edge architectures must coexist with deterministic control requirements and legacy
equipment that cannot be replaced simply because a new inference model becomes available.



Local autonomy and centralized coordination should instead be treated as complementary architectural
capabilities. Safety-critical or time-sensitive decisions may need to remain local, whereas long-horizon
optimization, model training, fleet analytics, and cross-site learning may be better suited to regional or cloud
infrastructure. Hierarchical systems can distribute functions accordingly, but additional layers also create
synchronization, security, configuration, and accountability problems. Resilience therefore depends on graceful
degradation: when a network fails, an edge node should know which functions can continue locally, which should
enter a safe state, and which require restored coordination.

The same interdependence applies to privacy and security. Processing data locally can reduce unnecessary
transmission, but physical accessibility and large device populations create new attack surfaces. Federated learning
can limit raw-data centralization while simultaneously exposing model-update channels to manipulation. Edge
intelligence thus redistributes risk rather than eliminating it. Successful architectures must explicitly balance
latency, bandwidth, privacy, cybersecurity, energy, scalability, and safety according to the physical consequences of
each automated function.

4.2 Research and Practice Priorities

A first priority is energy-efficient intelligence designed jointly with hardware. Future work should report not only
accuracy but memory footprint, energy per inference, latency, thermal behaviour, and computational utilization
on the actual target platform. Hardware-software co-design should become routine for embedded automation,
building on evidence that neural architectures and execution engines can be optimized jointly for constrained
devices (Lin et al., 2020). Progress should be demonstrated through reproducible measurements on representative
hardware rather than estimated complexity alone.

A second priority is interoperable edge architecture. Industrial systems require protocols, information models,
interfaces, and orchestration mechanisms capable of operating across heterogeneous vendors and generations of
equipment. Research should examine the integration of industrial Ethernet, TSN, wireless systems, gateways,
digital twins, and legacy control networks under realistic timing constraints. Standardization should emphasize
interoperability and predictable behaviour rather than merely connectivity.

Third, secure and resilient edge architectures must treat cybersecurity as part of control-system engineering.
Authentication, secure boot, protected updates, trusted execution, network segmentation, anomaly detection,
model integrity, and recovery mechanisms should be evaluated under resource and timing constraints. Edge-based
anomaly detection is particularly important because local systems may identify abnormal machine or network
behaviour even when upstream connectivity is unavailable. Security mechanisms should nevertheless be tested for
their effects on latency and deterministic operation.

Fourth, distributed-control resilience requires explicit investigation of communication failure, device loss, clock
desynchronization, degraded sensing, and partial network partition. Systems should specify which decisions
remain local and what operational state is entered when coordination fails. Validation should include fault
injection and network impairment rather than assuming ideal connectivity.

Fifth, model lifecycle management at the edge requires better mechanisms for deployment, versioning, drift
detection, update verification, rollback, and revalidation. Edge models should be treated as maintained operational
components rather than static files flashed once onto hardware. Digital twins may provide useful infrastructure for
tracking the relationship among physical assets, operational data, and model versions, but lifecycle evidence
should show that synchronization remains reliable over time.

Sixth, trustworthy federated and distributed learning should be evaluated against realistic heterogeneity and
attack conditions. Communication efficiency alone is insufficient. Research should demonstrate robustness to
non-independent data, intermittent participation, compromised clients, privacy attacks, hardware variation, and



delayed updates. Federated systems intended for industrial deployment need explicit security and governance
assumptions.

Finally, standardized end-to-end benchmarking should connect AI metrics with systems and control metrics.
Benchmarks such as MLPerf Tiny provide an important foundation for comparable measurements of constrained
inference (Banbury et al., 2021), but next-generation automation requires evaluation that combines accuracy,
latency, energy, communication reliability, fault recovery, security overhead, and physical-process consequences.
Testing should occur on real devices and networks wherever feasible. Simulation remains useful, but deployment
claims should ultimately be supported by evidence obtained under realistic hardware, workload, connectivity, and
environmental constraints.

4.3 Implications for the Journal's Scope

For the Journal of AI, Automation & Intelligent Systems (JAAIS), edge intelligence represents a natural intersection
of several research communities that have too often been evaluated separately. Progress in next-generation
automation increasingly depends on connecting machine learning with embedded systems, industrial IoT,
communications, robotics, intelligent control, cybersecurity, and cyber-physical engineering. Research
contributions should therefore move beyond demonstrating that an algorithm can execute at the edge and
establish why its placement, timing, resource consumption, resilience, and interaction with physical processes
improve the complete automation system.

JAAIS should particularly encourage interdisciplinary studies of embedded and edge AI, intelligent sensors,
distributed robotic systems, edge-cloud control architectures, digital twins, federated industrial learning, low-
power inference, industrial networking, predictive maintenance, cyber-physical security, and resilient autonomous
infrastructure. Strong contributions should report realistic hardware and communication conditions, describe
system architecture clearly, make benchmarking reproducible, and analyse failure behaviour rather than only
nominal performance. Work that integrates algorithms with communications and control is especially important
because edge intelligence derives its operational significance from precisely these interactions.

The journal can consequently provide a forum for research in which intelligence is evaluated as part of an
engineered physical system. Such work can help bridge the persistent gap between advances in machine-learning
capability and the dependable distributed infrastructure required to use those capabilities in real-time automation.

4.4 Conclusion

The next generation of intelligent automation will not be built exclusively in remote data centres. Increasingly
capable sensors, embedded processors, accelerators, industrial networks, digital twins, and distributed learning
systems are relocating computational intelligence toward the machines and physical processes where decisions
must take effect. This shift can reduce latency, conserve bandwidth, improve local responsiveness, and support
greater data autonomy, but it simultaneously exposes severe constraints in energy, hardware heterogeneity,
interoperability, cybersecurity, synchronization, maintenance, and system validation.

The appropriate response is not an unconditional preference for edge over cloud computation. Intelligent
automation requires architectures that assign computation to the locations where it can satisfy operational
requirements most effectively. Some decisions require immediate local execution; others benefit from edge
aggregation, plant-level coordination, or centralized cloud analytics. Dependability emerges from coordinating
these layers rather than treating any one of them as universally sufficient.

Edge intelligence should therefore mature from a collection of deployment techniques into a systems discipline
integrating machine learning, embedded computation, communication, security, and control. The decisive
question for future automation will not simply be whether intelligence can be moved closer to the physical world,



but whether distributed intelligence can operate predictably, securely, efficiently, and resiliently within it.
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